PRIVACY NOTICE
Overview
At Ghana International Bank plc (referred to in this policy as GHIB, our, we, us and the Bank), we take our data
protection obligations seriously and it is important to us that you understand how, when and why we may use
your personal data.
This Privacy Notice sets out in detail the purposes for which we process your personal data, who we share it
with and what rights you have in relation to that data and covers:
•
•
•
•
•
•

The personal data we collect and hold about you
What we use your personal data for and the legal basis for doing so
With whom your personal data may be shared by GHIB
How we keep your personal data safe
How long we keep your personal data
Your personal data rights

Contacting us
GHIB is registered as a “data controller” with the Information Commissioner’s Office (ICO) under registration
number Z6309747. As the data controller for your personal data, GHIB is responsible for deciding how we
use your personal data.
For more information regarding your personal data that GHIB collects including your rights in connection
with that data, or for any questions about this Privacy Notice, please contact:
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The Data Protection Officer
Ghana International Bank plc
67 Cheapside, London
EC2V 6AZ, UK
Telephone: +44 20 7653 0393/+44 20 7653 0393
Email: GHIBDPO@ghanabank.co.uk
It is important that the personal data we hold about you is accurate and current. Please keep us informed if
your personal data changes during your relationship with us.
Complaints
We are committed to working with you to resolve any complaint or concern about privacy. If you are
unhappy with the way we have dealt with your complaint or concern, you can complain to ICO, the UK
supervisory authority for data protection issues (www.ico.org.uk).
Website users
Please note that our website may include links to third-party websites, plug-ins and applications. Clicking on
those links or enabling those connections may allow third parties to collect or share data about you. We do
not control these third-party websites and are not responsible for their privacy statements. When you leave
our website, we encourage you to read the privacy policy or notice of every website you visit.
From time to time we may change the way we use your personal data. Where we believe you may not
reasonably expect such a change, we update this Privacy Notice accordingly. This Privacy Notice was last
updated on 25TH March 2020 and supersedes and replaces the Notice dated 25th May 2018.

1.

The personal data we collect and hold about you
Personal data, or personal information, means any information about an individual from which that
person can be identified. It does not include data where the identity of the person has been removed
(anonymous data).
We may collect, use, store and transfer different kinds of personal data about you which will often come
directly from you. This data includes:
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●

Your personal details (e.g. your name, date of birth, marital status, gender, nationality and other
passport information or other identification information).

●

Your contact details (e.g. your postal address, phone number, email address or mobile number).

●

Details of transactions (e.g. payments you make and receive).

●

Financial information (e.g. your bank account number, debit card number, financial history,
source of funds, tax residence status).

●

Details about your health and lifestyles to meet our applicable regulatory obligations and internal
policy standards and procedures e.g. under our Vulnerable Persons procedures.

●

Information about criminal convictions and offences (e.g. when you open an account with us).

●

Technical data including internet protocol (IP) address, your login data, browser type and version,
time zone setting and location, browser plug-in types and versions, operating system and
platform, and other technology on the devices you use to access our website (e.g. for online
banking services).

●

Profile data including your user name and password.

●

other personal information such as career history, public positions held, family details etc.

We may collect personal data about you from various other sources, for example: credit references
agencies, fraud prevention checks, criminal record checks, bankruptcy records, employers, people
appointed to act on your behalf, other banks and financial institutions and from publicly available
sources such as the media.
What we use your personal data for and the legal basis for doing so

2.

By law, we may only collect and use your personal data, if we have a “legal basis” to process your personal
data. Usually the legal basis will be one of the following:
•

•

Where it is necessary to enter into or perform our agreement with you or a corporate customer or a
business supplier with which you are connected e.g. when we need information identifying you in
order to open and administer an account for you or your firm.
Where we need to comply with a legal obligation e.g. where we are obliged to verify your identity to
comply with anti-money laundering regulations.

•

Where it is necessary for our legitimate interests (or those of a third party) and your interests and
fundamental rights do not override those interests, e.g. when we carry out checks for fraud, money
laundering and crime prevention purposes or when we contact you for marketing purposes.

•

Where we have your express permission to use your information – we may ask you for permission to
collect and use certain types of personal data when required to do so by law e.g. when we propose to
process special category data (such as information about your health, criminal convictions or political
persuasion); or place cookies on your browser or device.
Where we ask for your permission to process your personal data, you may withdraw your permission
at any time by using the contact provided in this Privacy Notice; or through the cookie policy on our
website www.ghanabank.co.uk. Note that if you withdraw your permission, we may not be able to
provide or continue to provide services to you.

•
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Where it is in the substantial public interest e.g. to support you if you are or become a vulnerable
customer

The table below sets typical reasons for using your personal data and the legal bases for doing so:
Purpose
To make decisions about whether to
enter into a contract with you

•
•
•

To make decisions about whether to
enter into a contract with a business
with which you are connected

•
•

Legal bases
Where necessary to carry out our
agreement or to take steps to enter
into an agreement with you

Information identifying you
(including personal contact details
and identity documents)
Results of enquiries and searches at
licensed credit reference and/or
fraud prevention agencies

It is in our legitimate interests to
conduct checks on key individuals
within the business to determine
whether to enter into a contract with
the business.

For business management and
planning purposes, and accounting
and auditing purposes

•

Details of your financial transactions
and account balances

It is in our legitimate interests to use
your personal data to assist us with
business planning and to conduct
audits and for accounting purposes

To check your instructions to us, to
analyse, assess and improve our
services and for training and quality
purposes, we may monitor or record
communications between you and us
including telephone calls.

•

Information about your identity
including voice recordings,

Where the law requires this

For marketing purposes

•
•

To carry out checks for the purpose of
keeping your money and personal
data secure, detecting and preventing
fraud and money laundering and to
check your identity before we provide
services to you

To recover debt and exercise other
rights we may have under any
agreement with you and the
preservations of any such rights
including those arising by virtue of the
law
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Personal Data used
Information identifying you
(including personal contact details
and identity documents)
Source of funds and bank account
information
Results of enquiries and searches at
licensed credit reference and/or
fraud prevention agencies

•
•

•
•

Information identifying you
(including personal contact details)
Details of your financial transactions
and account balances (where you are
an individual retail or other individual
customer)
Information identifying you
(including personal contact details)
Details of your financial transactions
and account balances (where you are
an individual retail or other individual
customer)

Information identifying you
(including personal contact details)
Details of your financial transactions
and account balances (including
where you are an individual retail or
other individual customer)

It is in our legitimate interests to
develop and improve our systems, train
our staff and provide our customers
with the high standard of service
It is in our legitimate interests to
contact you about products and
services that we think you might be
interested in

Where necessary to carry out our
agreement or to take steps to enter
into an agreement with you
Where the law requires this
It is in our legitimate interests to
detect, prevent and investigate fraud,
money laundering and other crimes
and to verify your identity in order to
protect our bank.
Where necessary to carry out our
agreement or to take steps to enter
into an agreement with you
Where the law requires this
It is in our legitimate interests to
process your personal data where this
is necessary to defend a legal claim or
take legal action to protect our position

To manage complaints, respond to
matters and take action to remedy
these if appropriate

•

To make/receive payments and
administer an account (including
where you are an individual retail or
other individual customer)

•
•

To prevent and detect fraud, money
laundering and other crimes e.g. via
use of CCTV in or around our offices to
monitor and collect images or voice
recordings or both

•

Sensitive personal data may be used
to carry out due diligence checks
which may reveal political opinions or
your status as a Politically Exposed
Person (PEP) or information regarding
your criminal convictions or offences,
if any
Sensitive personal data may be used
to settle complaints, help to manage
or personalise our services to you

•

Your ethnicity, health related
information, criminal convictions and
offences political opinions about you
and your family members

•

Health related information

3.

•

•

Information identifying you
(including personal contact details)
Details of your financial transactions
and account balances (including
where you are an individual retail or
other individual customer)

It is in our legitimate interests to
process your personal data where this
is necessary to ensure complaints are
properly investigated, a high standard
of customer services is maintained and
if we can prevent complaints from
arising in the future.

Bank account information
Details of your financial transactions
and account balances
Information identifying you
(including personal contact details
and identity documents)

Where necessary to carry out our
agreement or to take steps to enter
into an agreement with you

Information identifying you including
images and voice recordings

Where the law requires this
Where it is in our legitimate interests
to detect, prevent and investigate
fraud, money laundering and other
crimes and to verify your identity in
order to protect our Bank and comply
with the law. We will also record calls
to the Bank for training and monitoring
purposes.
It is in the wider public interest and in
certain circumstances we will also do
this with your explicit consent

It is in the wider public interest
We have your explicit permission to do
so

With whom will we share your personal data
We will keep your personal data confidential, but we may share it with third parties (who must also keep
it secure and confidential). We may share your personal data in the following circumstances:

Who we share your personal data with and why
Contractors (and their sub-contractors) who provide a service to us or are acting as our agents, on the understanding that they will
keep the personal data and other confidential information about you confidential and secure. This will include our payment processing
service provider that help us to process your payments as well as other financial institutions that are members of the payment scheme
e.g. Visa. We may also share your personal data with our other suppliers who provide us with IT systems and support services, auditors,
lawyers and companies that facilitate our operations and enable our compliance with law and regulation
Credit reference and/or fraud prevention agencies to help make decisions during an application for our products and services and on
an ongoing basis. This information will be used to decide whether to continue to make products and services available to you. Our
enquiries or searches (and the results of each of them) may be recorded and such agencies may supply us with financial information
about you and or pass this information to other organisations for use in making decisions about you, or to detect or prevent fraud.
Information share with credit reference agencies may affect your ability to obtain credit.
If you are connected to a corporate customer, we may share your information with your employer, with other corporate customers
part of the same corporate group, with trading platforms
Any person to (or through) whom we may assign or transfer, or with whom we may enter into any arrangement (such as a subparticipation) by reference to, the rights obligations and/or payments under any agreement or document (including without limitation
any loan facility, instrument or transaction) which you, or any corporate customer with which you are connected, has/have entered
into with us
UK and overseas regulators, law enforcement agencies and authorities in connection with their duties including crime prevention.
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4.

How we keep your personal data safe
At GHIB, we have various technical and organisational measures in place to keep your personal data
secure. These include firewalls, mobile device management, access control procedures, anti-malware,
anti-phishing, web-security and back-up measures and data protection/information security training for
our staff.

5.

How long we keep your personal data
As a general rule we will keep your personal data for the duration of our relationship with you and for a
period of 6 years after our relationship ends. However, where we have statutory or regulatory
obligations to keep personal data for longer or where we may need your information for a longer period
e.g. in case of a legal claim, then the Bank’s retention period of your data may be longer as set out in
our Record Retention Policy and Procedures.

6.

Your personal data rights
By law, you have a number of rights in relation to your personal data, these include the right to ask us:
•

about the personal data we hold about you and how we process this (Right to be Informed).

•

for a copy of the personal data that we hold (Right of Access). This may be requested directly by
you or a 3rd party on your behalf in a commonly used electronic format (Right of Data
Portability).

•

to correct personal data that we hold about you (Right to Rectification).

•

to restrict the manner in which we are processing your personal data (Right to Restrict
Processing).

•

to delete your personal data (Right to Erasure (to be forgotten)).

•

to stop processing your personal data if you object to the ways in which we are using your data
(Right to Object)

Automated Decision making
From time to time, we may make decisions about you which are based on automated methods using
software to evaluate your personal circumstances e.g. anti-money laundering and sanctions checks, PEP
screening and, identity and address checks (together “automated decision making”). GHIB only makes
automated decisions about you, where necessary to carry out our agreement or to take steps to enter
into an agreement with you; or such decision making is required or authorized by law; or where you
have consented to an automated decision.
You can contact us to review or challenge such a decision by contacting using the details provided for
this purpose in the Notice.
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If you wish to exercise any of your rights or find out more about these or any other privacy matter or
concern, please contact our Data Protection Officer using the contact information set out on page 1.
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